College of Arts and Architecture Computer Security and
Privacy Policy

1.0 Purpose

The purpose of this policy is to outline the steps for securing university provided computers
and networks and to identify responsibilities for maintaining data privacy and security within
the college’s computing environment. This policy also provides a set of procedures that the
college will apply when accessing machines for maintenance or troubleshooting.

Effective security is a team effort involving the participation and support of every Arts and
Architecture employee and affiliate dealing with information and/or information systems.
Every computer user is responsible for knowing this policy and conducting activities
accordingly.

2.0 Scope

This policy applies to all computers purchased with university funds; to any individuals using
these machines; and to all privately owned machines attached to the college’s networks.

3.0 Policy

3.1 General Use and Ownership

The College of Arts and Architecture provides computers for its faculty and staff to facilitate
teaching, research, and administration for the college. These computers are the property of
the college and must periodically have general maintenance performed (see Section 3.4).

Individuals may bring their privately owned machines to the workplace. However, for the
protection of the college’s computing environment, these privately owned machines must
also be protected with anti-virus software and be updated with the latest security patches
before connecting to the network, and should have a personal firewall installed. In order to
remain connected to the college’s network privately owned machines must comply with
Section 3.5 of this document.

The College of Arts and Architecture is committed to providing a reasonable level of
privacy. While the college will make every attempt to secure the computing environment, it
cannot absolutely guarantee the confidentiality of information stored on any of its computers
or network devices.

While some units within the college may provide backup systems for their employees, users
are ultimately responsible for backing up and for securing their data as described below.

3.2 Security

Anyone using a college-owned computer or who connects to any of the college’s networks is
responsible for computing security. This security includes both the safeguarding of login and
password information as well as common-sense computer practices to prevent viruses and
break-ins.

¥ Login and password information for all accounts should never be shared.
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¥ Passwords must be changed yearly and consist of at least 8 characters that should
include a mix of upper and lower-case letters, numbers and symbols.

¥ Anonymous or group logins and passwords are not allowed.

¥ Users should either log out if they step away from their computer or employ a
screensaver that requires a password to unlock the screen upon their return.

¥ Users should never open files from unknown sources without first verifying that they
are free of viruses and/or malicious programs. If this cannot be accomplished the file
should be deleted immediately.

¥ Users should never share their computers with others outside the university, including
friends and family members.

3.2.1 Standard Desktop Computer

Users with standard desktop computers should not operate them in any form of
administrative mode. If running in an administrative mode becomes necessary, the user must
agree to and sign the Workstation Administration form. These users accept a higher level of
responsibility for personal security that can include more frequent password changes,
stronger passwords/pass phrases, and file encryption.

3.2.2 Laptop Computers

Laptop computers have their own special security requirements in addition to those listed in
Section 3.2.1. Laptops running in administrative mode are more vulnerable to malicious
access due to their use of multiple and sometimes unsafe networks. Laptops are also more
vulnerable to physical theft. Laptop users should take the following precautions:

¥ All network connections when off campus should be encrypted by VPN to prevent
the theft of sensitive data and the possible compromise of system passwords.

¥ Ensure physical security as well as login security. Do not leave a laptop unattended
in any public area.

¥ Users with laptops containing sensitive data should have that data removed from the
system or have it encrypted on the system.

3.2.3 Security Scans

Security scans will be performed as necessary by the college’s system administrators, Penn
State’s Security Operations and Services, and external auditors employed by the university.
These scans help ensure the security of college networks while also complying with PCI-
DSS standards (See Audit Policy for details).

3.24 PCI-DSS (Payment Card Industry-Data Security Standards) and
the Credit Card Processing Environment

PCI-DSS (Payment Card Industry-Data Security Standards) covers any [credit] Card
Processing Environment (CPE). The college will meet these standards in order to accept
credit cards as payment for events, merchandise, or other items. The CPE consists of any
machines storing credit card information or accepting credit card data from patrons.
Computers within the CPE will be monitored to insure compliance with PCI-DSS. They
must only perform tasks necessary for processing credit card transactions. Users must log
out when leaving a CPE workstation unattended.
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CPE machines may not be run in administrative mode except by IT personnel performing
system maintenance. All maintenance performed by IT personnel will be logged. Logs for
CPE computers will be maintained in a central area to allow tracking of access in case of a
breach of security.

3.25 System Administrators

System administrators have additional responsibilities and privileges for specific systems or
networks. For systems that they directly administer, system administrators are responsible

for:
¥ Preparing and maintaining security procedures that implement University and

College/Unit security policies in their local environment and that address such details
as access control, backup and disaster recovery mechanisms and continuous operation
in case of power outages.

Taking reasonable precautions to guard against corruption, compromise or destruction
of Computer and Network Resources. Reasonable precautions for system
administrators exceed those authorized for system users. Specifically, system
administrators may conduct security scans of systems that they directly administer.
However, they may not conduct security scans for any other system or network.
Similarly, system administrators may conduct dictionary comparisons or otherwise
check password information related to system users on the systems for which they
have administrative responsibility. They may not do so on other systems. System
administrators may also intercept or inspect information en route through a network,
but only information originating from or destined for systems for which they have
direct administrative responsibility and only for purposes of diagnosing system or
network problems. Exceptions must be authorized by the University’s Security
Operations and Services Director in accordance with University Policy AD20.
Treating the files of system users as private. A system administrator may have
incidental contact with system user files, including electronic mail, in the course of
his or her duties. The contents of such files must be kept private. Deliberate access to
system user files is authorized only in the event of a suspected security breach, if
essential to maintain the system(s) or network(s) for which the system administrator
has direct administrative responsibility, or if requested by or coordinated with the
system user.

Taking reasonable and appropriate steps to see that all hardware and software license
agreements are faithfully executed on all systems, networks, and servers.

Ensuring that Penn State network addresses are assigned to those entities or
organizations that are part of Penn State only. System administrators must not assign
network addresses to non-Penn State entities or organizations.

Limiting access to root or privileged supervisory accounts. In general, only system
administrators should have access to such accounts. System users should generally
not be given unrestricted access to root or privileged supervisory accounts. As with
all accounts, authorization for root or privileged supervisory accounts must be
approved in accordance with this policy.
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3.3 Data Stored on Servers

File servers are available for faculty and staff to share data across a network. Each shareable
area has permissions that determine who can access that data. Users storing data on a server
should make sure they understand these permissions by speaking with their area’s IT support
person. Unless arranged for in advance, users should not assume that that data saved on
servers is backed up and should keep a copy as a precaution.

3.4 General Computer Maintenanc e and Su pport

College of Arts and Architecture IT personnel need to access computers in the course of their
normal support duties. Routine system tasks such as queries about free disk space, onboard
RAM, and other operating system diagnostics will be run in the background without
accessing user data. When college IT personnel need to login to a computer, users will be
notified in advance, when possible. IT personnel will make every effort to protect the user’s
privacy in accordance with University Policy AD20. IT personnel are required to report any
data that clearly violates university policy or local, state or federal law.

3.5 System and Anti -Virus Update s

Computer operating systems and installed software have vulnerabilities that allow malicious
users to gain control of a system. Manufacturers of these operating systems and software
applications issue regular updates to eliminate those vulnerabilities. All computers in the
college have a system software update feature that will be set by IT personnel to run on a
regular basis. Arts and Architecture IT personnel will ensure that the proper anti-virus
software is installed on every machine owned by the college. IT personnel will also ensure
that software update and anti-virus update is functioning. Users will not attempt to defeat the
update feature, and will allow it to install updates on a regular basis. Users should notify IT
personnel should they notice that the updates are not functioning. IT personnel will
periodically check that these are functioning as part of their general maintenance duties.

3.6 Use of Skype

This application has many benefits for communicating and teleconferencing. However, if
configured incorrectly Skype presents a security problem on the network where unregistered
computers outside Penn State can use the host computer as a server. Due to the restrictions
of PCI-DSS, use of Skype within a CPE will be disallowed. Users will be able to use Skype
within non-CPE networks, provided they agree to receive training regarding proper
configuration, maintain proper Skype configuration, and register as a Skype user with the
college. This registration will allow quick communication with Skype users in the event that
a security event problem arises.

3.7 Unacceptable us e

System users must not obtain or attempt to obtain any electronic communication or
information not intended for them. In particular, system users must not attempt to intercept or
inspect information (e.g., packets) en route through University Computer and Network
Resources, nor use University Computer and Network Resources to attempt to intercept or
inspect information en route through networks elsewhere. Similarly, system users must not
implant, execute or use software that captures passwords or other information while the data
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are being entered at the keyboard or other data entry device. Individuals aware of any breach
of information or network security, or compromise of computer or network security
safeguards, must report such situations to the college’s network security contact and to the
University’s Security Operations and Services Director. The Security Operations and
Services Director, in coordination with appropriate University offices, will determine if
financial loss has occurred and if control or procedures require modification. When
warranted by such preliminary review, University Police Services, internal Audit, and other
University departments or law enforcement authorities will be contacted as appropriate.

4.0 Non-Compliance

Violation may result in disciplinary action as outlined in University Policy AD20, Sanctions
for Policy Violations section.

5.0 Definitions

1. PCI-DSS, Payment Card Industry Data Security Standards. A set of standards
that provides a framework for ensuring the security of credit card data on
computer networks

2. Credit Card Processing Environment (CPE) — Those machines and network
segments that are used to input, access, or approve credit card transactions.
3. IT personnel — Information technology personnel whose job responsibilities

include maintaining and repairing the college’s computing infrastructure.

6.0 Related University Policies

University policies referenced in this document, and others related to University computing

policies are available for review at http://guru.psu.edu

ADOS8 - Purchase of Advertising

ADI11 - University Policy on Confidentiality of Student Records

AD23 - Use of Institutional Data

AD27 - Commereial Sales Activities at University Locations,

ADS53 - Privacy Statement

ADS56 - Use of Group E-Mail to Communicate University Business to Employees and
Students

AD35 - University Archives and Records Management

ADGO]1 - Glossary of Computerized Data and System Terminology

ADGO2 - Computer Facility Security Guideline

FN14 - Use of Tangible Assets, Equipment, Supplies, and Services

HR60 - Access to Personnel Files
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7.0 Revision History

Policy written April-May 2007.
Reviewed by College iPAS Committee June 29, 2007
Reviewed by staff June 29, 2007
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¥ Revised July 2, 2007, Added section 3.2.5 System Administrator duties, added
reporting requirements to section 3.6, changed section 4.0 to reflect University policy
added section 6.0 which references University-wide policies

¥ Approved by College iPAS committee July 20, 2007
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